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Abstract 
Chaos may be degenerated due to finit precision effects, Therefore, in this study, a new compound 

two-dimensional chaotic function consists of two one-dimensional chaotic functions which are randomly 

created.  A new chaotic sequences generator is designed by LFSR and the compound chaotic functions, 

which can generate very large key space. Image encryption algorithm is proposed based on diffusion and 

confusion by mapping 3D baker and dynamic combination chaos functions. 
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1. Introduction 

Chaos seemingly random and chaotic behavior that occurs in many real-world phenomena. In 1963, 

American meteorologist Lorenz found random behavior in definite system and proposed "butterfly" 

theory. 

Since the 1990s, chaotic dynamic systems are used in the design for data encryption extensively. Chaotic 

system has many good features such as pseudorandom, orbit inscrutability, sensitivity of initial and 

control parameters, which are in line with the cryptography requirements. So it has been widely used in 

the field of cryptography since 1990. In the late 80th, British mathematician Matthews firstly used chaos 

to encrypt (Matthews, 1989; Xiang and Qiu, 2008), who officially proposed a new algorithm producing 

key stream based on Logistic map in issue “Cryptologia”, and the information is encrypted in the method 

of stream cipher. Later, Habutsu and others proposed the first chaotic block cipher algorithm in the 1991s 

European cryptology meeting, which had signed the birth of chaotic block cipher. In 1998, Friedrich was 

suggested that an image encryption scheme should be repeated two steps: diffusion and confusion. The 
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confusion step is transferring the image pixels with using of the two-dimensional or three-dimensional 

chaotic maps to the new location. In diffusion stage, the pixel values change to stream form, Changes 

made to a particular pixel is dependent on the all pixels previous. Chen and colleagues (2004) at 

substitution step used of a ACM three-dimensional and 3D Baker mapping. Lian and colleagues (2005) 

was used of the standard two-dimensional mapping in confusion phase and a logistic map in the diffusion 

phase. The parameters and initial values of these chaotic maps determine by key sequences in each round. 

The rest of this paper is organized as follows. The first explain the proposed algorithm components, and 

then is presented proposed image encryption algorithm. This is symmetric algorithm. The encryption 

architecture consists of two parts: permutation and diffusion an image pixel. 

 

 

2. Components of the encryption algorithm 
   

2.1. The design of dynamical compound chaotic system 

 

          Since the Lorentz published his observations in the context of chaos, it has attracted much attention 

in the scientific community. Nonlinear mechanics and chaos theory is developed to model the behavior of 

complex systems and caused describe many of the systems behavior with the mathematical model.  

The compound chaotic referred in this paper is generated as follows (Tong and Cui, 2008): 
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The system will choose one of the functions to produce the chaotic two-value sequence dynamically. 

With the method of trajectory transition, the system acquired more properties of randomness. If we get a 

value smaller than 0 after n-1 iterations we will put the last value into function  0f x , else if the value is 

not smaller than 0 we put the last value into function  1f x . 

User inputs two double precision parameters
1x ,

2x  as the initial values of chaotic map  0f x  and
 

 1f x . Using 
 1 2

2
x x x  to judge which map should be chosen. If 0x  , then choose  1f x . 

Put 
1x  into  1f x to get the first value of the chaotic sequence value1, and then make 

1x =value1, 

compute  
 

 1 2

2
x x x again, then judge which map to be chosen. This dynamic method of 

choosing chaotic maps is more random then traditional single chaotic map, and makes key space bigger, 

which increases the difficulty of attack. 

 

(1) 
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2.2 Design key stream 

Linear Feedback Shift Registers (LFSR) because of the pseudo-noise sequences with very long periods 

and their behavior is analyzed well-algebraic methods, used widely in the key sequence generator, the 

Cryptography system. The register is generate a sequence of binary bits. LFSR is made up by two parts 

seen in Fig. 1 shift register and feedback function. The register shifts right one bit and outputs one bit. 

The feedback function inputs one bit on the left high position, which is cycle on one time after another. 

Here we given one LFSR with the primitive polynomial 

20 3
1

x x
 

is seen in Fig 1. Using LFSR 

of 20 bits to generate 8 bits binary number every time, and then plus the pseudorandom number generated 

by chaotic sequence to get a new numbers. Then the new result is used to mod 256, and the result is the 

real key stream to be used for encryption. Here    10

1 2 mod 256, 1,2,...is i p i    , ip
is the real 

number generated by the dynamical compound chaotic maps and LFSR. 
 1s i

is the digital chaotic 

sequence. 

 

 

 

 

 

 

 

 

 

3. The proposed encryption algorithm

 

 

In order to produce diffusion and confusion effect, a round times is applied in the processes of encryption 

and decryption. 
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Fig.2. the model of encryption 
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Fig. 1 LFSR of 20 bit [Tong 2012] 
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3.1 Permutation of the pixels matrix based on 3D baker 

 

 The image data should be convert into a 3D array, which is described as a unit cube. The unit cube is first 

divided into several small cubes. The unit cube is divided into k*t blocks, there are two sets as follows: 

 

 

 1 2| 1,2,3,..., , ...i kn i k n n n w      

 1 2| 1,2,3,..., , ...i tm i k m m m L    
 

 

Where W is the width of unit cube and L is the length of unit cube. Then length, width and height of the 

unit cube should be defined as follows: 
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Second, the blocks number of the unit cube should be defined. The user needs to initialize block number k 

and t. Through Eq. (1) to produce the compound chaotic sequence, a lot of different float numbers in [-1, 

1] are obtained and the array X and Y are initialized with these numbers, where the length of the array X 

is k and the length of the array Y is t. The value of the array X and Y can be converted into integer 

according to the two formulas: 
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The length 
jm  and the width in  of every block can be acquired according to the distance between every 

two points on the x-axis and y-axis according to the two formulas: 
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The 3D baker map is as follows: 

 

(2) 
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(4) 

(5) 
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The cryptosystem's security is relation with its iteration times k,t and round times n of the confusion. 

 

 

3.2 Diffusion function 

 The encryption method can be expressed as   1 1modi i iC S i I N C 
     , shown in Fig. 3.  

where iC
means the value of   ith cipher byte, 

 1S i
means the key sequence, iI

 means the value of ith 

byte plaintext, N is 256.  
 1S i

 is generated in section 2.2, which is from 0 to 255. 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

4. Security analysis for the compound chaotic function 
 

4.1. Space of the key 

The compound chaotic map 
( )F x

 needs two initial two values, so the key space of the chaotic system is 

larger than that of the chaotic system based on the logistic map. One dimensional key space of chaotic 

function is 2 × 1028, but the key space of two-dimensional compound chaotic function is 4 × 1028, 

which has larger key space than one-dimensional chaotic function. Balance, avalanche effect and other 

properties are better than one-dimensional chaos functions. It is the motivation for using the compound 

two-dimensional chaotic function. 
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Fig. 3. The mode of diffusion 
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4.2 Histograms of encrypted image 

 

From Fig. 4 we can see that the histograms of the encrypted image are fairly uniform and significantly 

different from the histograms of the original image and hence it does not provide any clue to employ and 

statistical analysis attack on the encryption image. 

 

 
 

 
Fig.4. Histogram of Lena 

 

 

4.3 Sensitivity analysis 

 

 Sensivity analysis for the cipher to key: First Lena image is encrypted by using a pair of keys. Then the 

least significant bit of key is changed, which is used to encrypt the same image. Finally, the above two 

cipher images, encrypted by the two slightly different keys, are compared.  

 

 
 

 

5. Conclusions 
In this paper we propose the scheme, a compound chaotic function with two one-dimensional 

dynamically chaotic functions. We also design a Diffusion-Confusion image encryption with LFSR and 

dynamical compound chaos and dynamical dividing #d baker model. The experimental results show that 

our design has the wide key space, cipher is sensitive to the key and plaintext, also show that the key 

space is large enough to resist exhaustive key attacks and difference analysis.  
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