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Abstract

A combination of cryptography and steganography is very important to information safety. Because
together, they will not only hide but also encrypt the information at the same time. In the most
crystographic studies, they hide the cipher text (encrypted) into the image, video or audio files to transfer.
In this paper, we will give a simple and more convenient example for Crystography. We can also say that
this method is applicable for most of the cryptographic algorithms to transfer them to the crystographic
algorithm. As a simple example, it can be applicable for ATM card passwords etc. And then we have
created and applied our method by using C# program language.

Keywords: Cryptography, Steganography, Pi, Crystography.
Categories: SDE.3,SD D 4.6, SDH. 2.5

1. Introduction

Cryptography is a collection of mathematical methods which transforms information from readable
form to unreadable form. It is called encryption. A modern cryptographic systems are designed around
computational hardness assumptions and must provide five main conditions; confidentiality,
authentication, integrity, un deniability and access control. There are many appliction of
cryptography [15,18, 20].

Steganography is a tool for communication that transfers confidential information over an open
communication channel. It allows users to transfer information hidden in the plain text, pictures, audio
or video files. To do this, it is not required any changes in the text to be hidden. Thus, the hidden data
can be maintained and other people cannot be able to access the content. Steganography differs from
cryptography in this aspect [2,5, 6, 7,9].
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Both methods provide secure communication, but they use different algorithms and methods. By
using the combination of these two methods it can be obtained a more confidential safer algorithm. M.
H. Rajyagur has been identified the combination of cryptography and steganography as Crystography
[14].

A combination of cryptography and steganography is very important to information safety. Because
together, they will not only hide but also encrypt the information at the same time. In the most
crystographic studies, they hide the cipher text (encrypted) into the image, video or audio files to
transfer.

Cryptography is a set of mathematical methods which used to transform an information that cannot be
read by unwanted people. Keyless, secret key and public key cryptography algorithms are three main
groups. However, along with the design of quantum computers we must also be mentioned about
guantum cryptography. But as it requires a very high cost the usage area is very limited [17,19].

In this paper, we will give a simple and more convenient example for Crystography. We can also say
that this method is applicable for most of the cryptographic algorithms to transfer them to the
crystographic algorithm. As a simple example, it can be applicable for ATM card passwords etc. And
then we have created and applied our method by using C# program language.

Definition 1.1: Let; P is a finite set of plain text,
C, is a finite set of chipper text,
K, the key space, a finite set of possible keys,
E, is a finite set of Off function,
D, On a finite set of functions
If, for vkeK there is an encryption function, e_{k}€E and the corresponding decryption function
d_{k}€D is; such that, e {k}:P—C and d_{k}:C—P f.
If it provides V x € P d_ {k} (e_ {k} (X)) =x, then (P, C, K, E, D) is called a crypto system.
The most common cryptography system are;
Keyless Cryptography (MD5, SHA-1, RIPEMD-160)
The changes in inputs causes the butterfly effect,
The system is protected by a very secret security system.

Secret Key (or symmetric) Cryptography (Caesar, Vigenere, DES, 3DES,RC5, Blowfish, IDEA,
SAFER, AES)

Key size is small,

Can do faster encryption,

Key generation rate is high, but the key change is a serious problem,

Safety of the system is connected to the key.

Public Key (asymmetric) Cryptography (Diffie-Hellman, RSA, ElGamal, is Paille, Blum -
Goldwasser, Goldwasser-mical, the Okamoto-Uchiyama,)

Key pair of sender and receiver are separate,

Each user is just enough to keep his own secret key,

Key exchange, even over insecure channels can be safely,
Uses the one-way function,
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Will send a separate key for each recipient must produce,
The system is slow [18].

Also there are hybrid systems that use a combination of keys advantageous aspect of secret key and
public key cryptography systems. Hybrid systems use symmetric keys for encryption, to transport
these keys between the two sides, they use the asymmetric methods [11,13].

Definition 1.2: Steganography is a tool that allows the communication of confidential information
over an open communication channel.

Steganography allows users to transmit hidden information in the plain text, pictures, audio or video
files. The hidden data does not need any changes on it. Thus, the hidden data can be protected without
content from unwanted people. So, in this aspect Steganography differs from cryptography systems
[8, 12].

Steganography is mathematically defined as follows:

Definition 1.3: A steganographic system is a mechanism that to hide ¢ secret message inside the
body cover m by using the key k. As a result, the stego object m is obtained that carrying hidden
message C.

Let F be an embedding function while G be an extraction function then (F, G) pair is called
stegosystem. Therefore; s=F(°C, m,k)and m=G (s, K) .

If M is the set of all possible messages, then embedding capacity of stegosystem will be log2™.

Too many different file format techniques can be used as a carrier, but digital images are the most
popular for steganography. There are 4 techniques for it [14]:

1) Text Techniques:

* Line Shift Coding Protocol,
» Word Shift Coding Protocol,
* Feature Coding Protocol,

» White Space Manipulation,

* Text Content.

2) Image Techniques:

* Simple Watermarking,

* LSB - Least Significant Bit Hiding,
* Direct Cosine Transformation,

» Wavelet Transformation.

3) Audio Steganography:

There are four main steps for audio Steganography which are:
Alteration,

Modification,

Verification,
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Reconstruction.

4) Video Steganography:
This technique is used for mixing of sound and image (video files) and sends it together over the
transmission medium.

Both methods provide secure communication, but they use different algorithms and methods. By
using a combination of these two methods we can be obtain concealable safer algorithms. There are
some of the work done on the combination of steganography and cryptography;

F. Borges et al., define combination of these two methods as steganocryptography. They show the
steganocryptography model for a case where extreme security is needed. In the model they use
Diffie-Hellman, RSA and cryptography with irrational numbers. They use also steganography in the
Discrete Cosine Transform coefficients to send a message through the frames [3].

M. H. Rajyaguru, says “For hiding secret information in images, there exists a large variety of
steganography techniques some are more complex than others and all of them have respective strong
and weak points”. They are trying to solve the problem about the technique, they compose a very feast
exchangeable key to that massage and trying to secure the massage by that key. They showed the
improvement of the image Steganography system using LSB approach to ensure a means of secure
communication [14].

AJ. Raphael and Dr. V Sundaram focus on the strength of combining cryptography and

steganography methods to enhance the security of communication over an open channel. Their
method shown in the Figurel as [16];

|Plain text | = | Encryption| |::>| Cipher text | Coverimage

| Steganographic image |

Plaintext |<7— | Decryption < Cipher text

Figure 1: A crystographic system

A.M.A. Brifcani, describe the cryptography and steganography algorithms as stego-based-crypto. For
encrypting the secret message, the system uses Rivest-Shamir-Adleman (RSA) cryptographic
algorithm technique and to increase the security of the system were a key of 14 digits has been used,
algorithm to cover this message it uses and Integer Wavelet Transform (IWT) based lifting scheme as
a steganography. In here, to increase the capacity of the secret message payload and robustness, these
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data are embedded in the IWT coefficients in 3 frequency sub-bands which are low, middle and high.
This technique is tested by using 20 gray-scale standard images of size 512*512 with three formats
(BMP, GIF and JPEG) [4].

A.R. Aparajita, look at hiding the text in text and then hiding the secret information in an image file
by using various steganography methods. And then describe the main difference between
cryptography and steganography[1].

S. A.Laskar and K. Hemachandra, to have for secret data communication they propose a method of
combining cryptography and steganography. They suggest a high-performance JPEG steganography
along with a substitution encryption method.
the method consists of three steps;

1. Compress the hidden message,

2. Encrypt this hidden message,

3. Embed obtained hiding data in the cover image
Their technique uses the discrete cosine DCT which used in the frequency domain for hiding
encrypted data inside of an image. Their results show that the visual and the statistical values of the
stegoimage with encrypted data before the insertion are similar to the values after the insertion. So it
reduces the chance of the confidential message which being detected and enables secret
communication. The effectiveness of this method has been estimated by computing MSE and
PSNR[10].

A. B. Mansoor et al, used both systems for improved data security and defined this system as a hybrid
CRYPTO-STEGANO technique. In this technigque they use AES and DES cryptology algorithms for
encryption and then hidden in JPEG images using F5 and model based steganography techniques [11].

2. Application of Crystography:

In this part, the simple application of the crystographic system will be given.

Definition 2.1: Fet is the value that obtained from the number sequence generated from cover text. It
determine the placement range and the how many digits shifted is the number of bits.

This value is dependent on the bits number. For 4 bits system 0 < fet< 4, for 16 bits 0<fet<16 and so
on. But smaller values are more effective for the system.

In this study, the most mysterious irrational number © as the cover, ten digits decimal system and
Turkish alphabet letters will be used.

First of all, create Tablel by corresponding each letter with a number.

A|B |C C |D E |F G |G H |1 I |J |K |L
0|1 |2 3 |4 5 |6 7 |8 9 |10 | 11|12 |13 | 14
M| N |O O |P R[S S | T Uulu | VI Y |z
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| 15| 16 |17 | 18 [19 [ 20 |21 | 22 |23 [ 24 [ 25 | 26 | 27 |28 |
Tablel

Decimal portion of the number 7 selected in desired size;

1=3,141592653589793238462643383279502884197169399375105820974944592307816406286208
9986280348253421170679821

Each number of plain text letters is determined from Tablel. Determined numerals are placed between
the digits of the series of numbers obtained from the 7 as;

Delete digits after the comma up to the fet value,

Put the first number just after the first digit,

Other numbers are placed one by one by passing digit up about the fet value respectively,
Get the new covered series of number,

Create a new table (Table2) that composed of 4 bits for each digit from 0 to 9,

0 1 2 3 4
0000 0001 0010 0011 0100
5 6 7 8 9
0101 0110 0111 1000 1001

Table2

Determine corresponding of each digits from Table2,

Get new series which consists of 0 and 1,

Separate each 3 digits of this series,

Sort the odd row triplets as the firs column, then the even row triplets respectively,
Get the new series which consists of 0 and 1,

Identify a key that composed of 4 bits in binary (Table3),

0000 0001 0010 0011
N E v S
0100 0101 0110 0111
H i R 0
1000 1001 1010 1011
S T F B
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1100 1101 1110 1111
L M (0] G
Table3

Identify a character for each 4 bits of the new series from Table3 respectively,

Get the covered and encrypted text.

Example 2.1:

Plain text : NEVSEHIR

Stego cover: Pi

Key : NEVSHIRUSTFBLMOG
Fet 13

Apply this example on the above method program it by using the C# codes.

Solution 2.1: Each number of plain text letters is determined from Tablel,

N E v S E H i R
16 5 26 22 5 9 11 20

Define pi;

1=3,141592653589793238462643383279502884197169399375105820974944592307816406286208
9986280348253421170679 821

Delete 3 digits after the comma,

59265358979323846264338327950288419716939937510582097494459230781
64062862089986280348253421170679 821

Put the first number just after the first digit,

5169265358979323846264338327950288419716939937510582097494459230781640628620899862
80348253421170679 821

Other numbers are placed one by one by passing 3 digits up respectively,
51692655352689722932538496261143320
Get the new covered series of number,

Create a new table (Table2) that composed of 4 bits for each digit from 0 to 9,

0

1

2

3

4

0000

0001

0010

0011

0100
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5

6

7

0101

0110

0111

1000

1001

Table2
Determine corresponding of each digits from Table2,

Get new series which consists of 0 and 1, and get;
0101000101101001001001100101010100110101001001101000100101110010001010010011001001
0100111000010010010110001001100001000101000011001100100000

Separate each 3 digits of this series,

010 100 010 110 100 100 100 110 010 101 010 011 010 100 100 110 100 010 010 111 001 000 101
001 001 100 100 101 001 110 000 100 100 101 100 010 011 000 010 001 010 000 110 011 001 00O
00

Sort the odd row triplets as the firs column, then the even row triplets respectively,
Get the new series which consists of 0 and 1,

0100101001000100100101001000100011010011000010001001000110100101100010010011010011
0101011100110010111000001100101110100101010000001000011000

Identify a key that composed of 4 bits in binary (Table3),

Table3

0000 0001 0010 0011
N E Vv S
0100 0101 0110 0111
H I R U]
1000 1001 1010 1011
S T F B
1100 1101 1110 1111
L M o) G

Identify a character for each 4 bits of the new series from Table3 respectively,
Get the covered and encrypted text.

HFHHTHSSMVNSTEFISTSHMILLBSSVOTINVES
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The program of this example by using the C# codes is;

“% kriptom.Form1 «| 5% richTextBox1_Keyt
Flusing System;
using System.Collections.Generic;
using System.ComponentModel;
using System.Data;
using System.Drawing;
using System.Ling;
using System.Text;
using System.Windows.Forms;
Fusing System.Collections;namespace kriptom

1

Bl public partial class Forml : Form
|
Bl public Forml()
{
InitializeComponent();
}
Bl private void richTextBoxl_KeyPress(object sender, KeyPressEventhArgs e)
{
if (char.IsDigit(e.KeyChar))
{
e.Handled = true;
if({char.Iswhitespace(e.KeyChar))
{
e.Handled = true;
¥
if({char.IsSymbol{e.KeyChar))
1
e.Handled = true;
if (char.IsPunctuation(e.KeyChar))
{
e.Handled = true;
¥
L }
Bl private void buttonl_Click(ocbject sender, EventArgs e)
{

string girilenMetin = richTextBoxl.Text;
richTextBox2.Clear();

if (girilenMetin.Length == @)

MessageBox.Show("Giris Yapin™);

else

string[] metinDizisi = girilenMetin.Selecti{c =» c.ToString()).ToArray();
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metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi
metinDizisi

metinDizisi.Select(s => s.Replace("a", "8")).ToArray();
metinDizisi.Select(s => s.Replace("b™, "1")}).ToArray();
metinDizisi.Select(s => s.Replace("c "2"Y).ToArray();
metinDizisi.select(s => s.Replace("¢ "3")).ToArray();
metinDizisi.select(s =»> s.Replace("d", "4")).Tolrray();
metinDizisi.Select(s =»> s.Replace("e "5")).TobArray();
metinDizisi.Select(s =» s.Replace("f", "6")).ToArray();
metinDizisi.Select(s => s.Replace("g", "7")).TohArray();
metinDizisi.Select(s =» s.Replace("g", "8")).ToArray();
metinDizisi.Select(s =» s.Replace("h™, "9")).ToArray();
metinDizisi.Select(s => s.Replace("1", "18")).ToArray();
metinDizisi.Select(s => s.Replace("i", "11")).ToArray();
metinDizisi.Select(s => s. REplace{"'" '12")),TOArray(}J
metinDizisi.Select(s => s.Replace("k™, "13")).ToArray();
metinDizisi.Select(s => s.Replace("1", "14")).ToArray();
metinDizisi.select(s => s.Replace("m "15")).TobArray();
metinDizisi.Select(s => s.Replace("n "16")).TobArray();
metinDizisi.Select(s =» s.Replace("o”, "17")).Tolrray();
metinDizisi.Select(s => s. Replace(""" "1E")).ToArray();
metinDizisi.Select(s => s.Replace("p", "19")).TcArray();
metinDizisi.Select(s => s.Replace("r", "28")).TcArray();
metinDizisi.Select(s =» s.Replace("s™, "21")).TcArray();
metinDizisi.Select(s => s.Replace("s™, "22")).ToArray();
metinDizisi.Select(s => s.Replace("t™, "23")).ToArray();

metinDizisi.Select(s
metinDizisi.Select(s
metinDizisi.Select(s
metinDizisi.Select(s
metinDizisi.Select(s

s.Replace("u”,

s.Replace("u
s.Replace("v
s.Replace("y

s.Replace("z",

"24") ). ToArray();
"25M) ). ToArray();
"26™)).ToArray();
"27")).TobArray();
"28")).Tobrray();

/fdouble pi = Math.PI;

//string pisayisi =

Random rnd =

pi.Tostring();

new Random();

int fetDegeri = rnd.Next(2,18);

string piSayisi =

8253421170867982148086513282306647093844609550582231725359408128481117450284182701938521
1855596446229489549303819644283189756659334461284756452337867831652712019091456485669234
683486184543266482133936087260249141273724537006606315588174881520920962829254091715364367
89259836081133853854882084665213841469519415116A9433085727036575959195309218611738193261179
318511854887446237996274956735188575272489122793818308119491298336733624486566430868213949
453952247371987821798689437827785392171762931767523846748184676694851326088568127145263568
8277857713427577896891736371787214684489081224953430146549585371085879227968925892354281995
61121298219608648344181598136297747713899685187072113499999983720780499518597317328168963
18595@244594553469053026425223052533446350352619311881710100031378357528865875332053581428
6171776691473@359825349042875546873115956286388235378759375195778185778053217122680661308
1927876611195989216420193938095257201065485863278865936153358158279652303019528353018529639
95773622599413891249721775283479131515574857242454158695950829533116861727355859875098381
75463746493931925506040092770167113080934852491285536160356378766010471618194295559619594
67678374494482553797747268471040475346462050466342598694912933136770289891521847521628569
66024858038158193511253382430035587640247496473263914199272684269922796782354731636089341
7216412199245863150308286182974555706749338508549458558692699569092721879758938295532116534
4987208275596082364806654991198818347977535663698074265425278625518184175746728909777727938
B8031647060016145249192173217214772350141441973568548161361157352552133475741849468438523
323987394143334547762416862518983569485562899219222184272550825425688767179849468165346688
49886272327917860857843838279679766814541889538837863689586808642251252051173929848968841
2848862694560424196528502221066118630674427862208391949450847123713786968956364371917287467
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string islemeGirecekPiSayisi = piSayisi.Substring(2 + fetDegeri, (fetDegeri * girilenMetin.length) - 1);
string[] piSayiDizisi = islemeGirecekPiSayisi.Select(c =» c.ToString()).ToArray();

Arraylist piSayiDizisilist = new ArraylList();
piSayiDizisilist.AddRange(piSayiDizisi);

for (int k = 1, i = 8; 1 < metinDizisi.lLength; i++, k += fetDegeri+l)
{

pisayiDizisilist.Insert(k, metinDizisi[i]);

}

piSayiDizisilist.Insert(®, fetDegeri.ToString());

string[] pisayiDizisi2 = (string[])piSayiDizisilist.ToArray(typeof(string));

for (int i = @8; 1 < piSayiDizisiZ.length; ++1i)

1
richTextBox2.Text += piSayiDizisi2[i].ToString();
J/if (i < piSayaDizisi2.Length)
H richTextBox2.Text += "";

}

3. Conclusion

Nearly all of the studies on the combination of cryptography and steganography (crystography) concerned about
sending encrypted messages in a digital file like text, image, audio or video files. But we have presented a new
approach of crystography. Our stego method could combine with DES, AES or RSA algorithms. The unique
feature about our method is, it can be implemented to ATM card, cellphone .. etc. password security programs
to improve their secure level. And also, any series of number can used as a stego cover.
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